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Summary  

1. Main issues 

This report provides assurance in relation to the management and control mechanisms 
supporting the successful ongoing delivery of Digital and Information service provision. 
 
DIS provide services across the Council, Leeds CCG, Leeds GP practices plus Aspire, 
WYJS, some schools and Leeds Grand Theatre.  Under the newly appointed CDIO, a 
single DIS team spanning both the Council and the CCG will be established and as such 
there will be further changes to governance and control mechanisms. 

 
This report covers the control mechanisms currently in place to manage: 

 Operational performance including service performance indicators and risk 
management 

 Project and Portfolio management including demand and resource management 
controls 

 Information Governance and security compliance 

 Digital Inclusion 

 Value for Money  

2. Best Council Plan Implications (click here for the latest version of the Best Council Plan) 

The Best Council plan ambitions include: 

https://www.leeds.gov.uk/your-council/plans-and-strategies/council-plans


 Reference to digital capabilities playing a central role in maximising the use of tools 
and technology to improve and transform the way the council works, provides services 
and engages with citizens. 

 Reference to promoting and investing in digital inclusion and skills 

 DIS specific KPI’S –  

 Percentage of ICT service desk calls fixed at the first point of contact 

 Percentage of information requests received responded to within statutory 
timescales (Freedom of Information, Subject Access Requests and 
Environmental Information Regulations) 

3. Resource Implications 

The systems and processes in place and described within this assurance report have been 
established to manage the allocation of resources and to manage resource conflicts. 

Recommendations 

Corporate Governance and Audit Committee are asked to:  

 Consider and note the information provided 

 Note the remit and accountabilities of DIS and the potential further changes to 
governance to reflect these 

 Suggest areas where they would like to see further focus. 



1. Purpose of this report 

1.1 The purpose of this report is to provide assurance on the management and control 
mechanisms which support the successful ongoing delivery of Digital and 
Information service provision. 

2. Background information 

2.1 DIS provide services across the Council, Leeds CCG, Leed’s GP Practices, Aspire, 
WYJS, some schools and Leeds Grand Theatre.  The newly appointed CDIO has 
dual accountability and line management of both the Council and the CCG DIS 
teams with a remit to combine these into one single team.  These planned changes 
will result in changes in our current Council controls.  For the purposes of this 
report, assurance focuses on the current controls in place.   

2.2 DIS have responsibility for the provision of digital and IT solutions across the 
Council. A number of services are provided including: 

 Proactive maintenance and support across a broad range of systems 

 Service Centre fault and request resolution 

 Provision and support of IT equipment to individuals e.g. laptops, screens, 
Smartphones 

 Provision and support of IT equipment in office workspaces e.g. conferencing 
room equipment, printers and shared desk facilities such as 
screens/mice/keyboards 

 Provision and support of telephony solutions 

 Provision and support of data network connections 

 Management of user accounts and access to IT systems 

 Provision and proactive maintenance of IT systems 

 Storage and backup of data 

 Management and proactive maintenance of IT security systems 

 Management of information and compliance with data and security standards 

 Management of business intelligence systems and production of data 
dashboards/reporting 

 Development of business change proposals, business cases and the 
Project/Programme management of change 

3. Main issues 

3.1 There are a number of KPI measures in place across DIS to manage performance 
in relation to services.   Our Service Centre performance and customer satisfaction 
plus system availability are tracked and reported on a monthly basis within DIS.  
SLA reports are produced on a monthly basis for those customers who are 
external/arms-length to the Council. Details of the SLA and KPI performance are 
contained in Appendix A. 



3.2 There are a number of external suppliers who provide systems and services which 
underpin our IT delivery. Contract owners are in place to manage supplier 
performance, liaise with the business areas who use those products and to 
undertake regular supplier contract meetings with key suppliers.  

3.3 Contracts for third party products are reviewed in line with procurement rules and 
DIS actively manage the timely renewal or re-procurement of contracts to ensure 
continuity of service.  This activity is overseen by the DIS Sourcing team.  

3.4 Work is underway as part of our Enterprise Architecture approach to develop overall 
roadmaps which set out the changes and improvements we expect to make at a 
business level and on our underpinning technologies.   

Working with each business area, we will develop a Digital Roadmap which sets out 
for a 3 year period the key business ambitions and changes due to legislation, the 
potential projects and changes to achieve this alongside those changes which will 
be needed on business applications as contracts become due for renewal or 
replacement. 

Underpinning the business layer will be a roadmap for shared business products 
(such as Microsoft Office) and one for the underpinning technology components 
which also require ongoing maintenance, upgrades or replacement. 

Management and ownership of these Digital roadmaps requires appropriate 
governance arrangements within each business area and within DIS to agree 
priorities and commit appropriate DIS and business resource to both the 
development of opportunities into business case and then to the delivery and 
implementation of technical solutions and the associated business change.  Work is 
being undertaken to review and strengthen the current governance arrangements. 

It is expected that the first full view of our roadmaps will be developed and agreed 
and that revised governance arrangements will be in place for the start of the 21/22 
financial year.  

3.5 To ensure the ongoing proactive management of the roadmaps and the portfolio of 
work there will be a need for both business and DIS forums who will be expected to 
manage/agree new work being added to the portfolio as well as managing conflicts 
or issues arising. 

Within each business area, a steering group will be required to undertake this 
function.  Some Council directorates already have these forums established and 
work is being undertaken to review and strengthen these as needed in relation to 
steering group representatives and frequency. 

To deal with cross business conflicts, it has been agreed that the current Financial 
Silver challenge group will receive escalations which require cross Council 
decisions on priorities. 

3.6 The management and delivery of projects and programmes by DIS (both on behalf 
of the business and where the change is DIS led) are managed through a number 
of forums. DIS has recently reviewed and implemented revised governance 
arrangements. 

Further details of these arrangements are contained in Appendix B. 

3.7 In addition to traditional approaches to project delivery where requirements are 
gathered in full prior to solutions being designed or procured,  DIS have developed 
capabilities to deliver change using techniques which focus on faster and more 
iterative development and delivery of solutions. Working in this way requires 
different approaches and governance arrangements which have been considered in 



the new DIS governance to ensure that resource and capacity is managed, 
progress can be tracked however decisions can be made quickly and iteratively in 
relation to scope and outcomes. 

3.8 Reporting against the portfolio of work has been established which covers individual 
project and programme progress and the information needed to manage resource 
demand and capacity. 

DIS staff complete resource forecasts on a weekly basis giving a 12 week forward 
view of their capacity.   These resource forecasts cover ‘Lights on’ planned support, 
management and development tasks, leave/absence and planned project work 
which has been assigned. DIS staff also complete a weekly timesheet capturing 
effort expended against planned tasks.  

Decision about new projects or change requests within existing projects can then be 
assessed against the expected available resource capacity and conflicts managed. 

These arrangements are relatively new within DIS and work continues to robustly 
embed these practices. 

 

3.9 Information Governance and security compliance 

A Compliance Board has been established which focuses on ensuring we are 
managing compliance risks, making progress against actions arising from the 
annual IT healthcheck and providing oversight on all projects to ensure that security 
and compliance aspects are being duly considered.    

The Information Management Board (IMB) provides oversight to all Information 
Governance projects and activity. 

Appendix C covers the Terms of Reference for these boards.    The TOR for IMB 
are currently under review. 

 

3.10 Digital Inclusion 

Since 2015 the Infrastructure, Investment and Inclusive Growth Scrutiny Board has 
led an inquiry into digital inclusion with an annual report from the CDIO on progress.  
The next report is due in April 2021. 

 

3.11 Value for Money/Benchmarking 

DIS has historically taken part in external benchmarking exercises through SOCITM 
(Society of IT Managers) which provided a review against other Council IT functions 
on aspects such as service performance, costs and customer satisfaction.  This has 
not been undertaken in the past 18 months as other Councils and ourselves cut 
back on non-essential expenditure.  DIS continue to measure customer satisfaction 
internally, costs of contracts and service performance are tested through 
procurement exercises and ongoing direct conversation with other Local 
Government users of those services.    

The current service does represent value for money however planned changes 
under the new CDIO including the establishment of a shared single DIS team 
across both the Council and CCG and a programme of work to move more services 
online, will necessitate a re-evaluation of this position as we move forward. 

 



3.12 Audit reviews 

A number of internal audits are completed each year focussing on different aspects 
of DIS service and performance.  The areas of focus are discussed and agreed 
each year between the CDIO and Internal Audit. The output of these reviews are 
reported by the Head of Internal Audit to Corporate Governance and Audit 
Committee. 

 

3.13 Risk Management 

The following Corporate risks are managed in relation to DIS services: 

 

Name LCC 15 - Major ICT Failure  

Description Risk that council services are disrupted due to frequent and/or prolonged 
ICT failures.       

Status Open  

Probability 3 - Possible  

Impact 3 - Moderate  

Risk Score High 
 

Name LCC 31 - Major Cyber Incident  

Description Risk to Citizens, Council and City as a result of digital crime, process failure or 

peoples actions. 

Status Open  

Probability 4 - Probable  

Impact 4 - Major  

Risk Score Very High 
  

Name LCC 26 - Information Management and Governance  

Description  

Risk of harm to individuals, partners, organisations, third parties and the council as 

a result of non-compliance with Information Governance legislation and industry 

standards. 

Status Open  

Probability 3 - Possible  

Impact 3 - Moderate  

Risk Score High  
  
Individual projects and programmes have risk and issues logs which are maintained and 
managed through project and programme boards.  

4. Corporate considerations 

4.1 Consultation and engagement 



This information is presented for information and comment. 

4.2 Equality and diversity / cohesion and integration 

There are no specific issues arising from this report 

4.3 Council policies and the Best Council Plan 

The Best Council plan ambitions include: 

 Reference to digital capabilities playing a central role in maximising the use of tools 
and technology to improve and transform the way the council works, provides 
services and engages with citizens. 

 Reference to promoting and investing in digital inclusion and skills 

 DIS specific KPI’S - Percentage of ICT service desk calls fixed at the first point of 
contact and Percentage of information requests received responded to within 
statutory timescales (Freedom of Information, Subject Access Requests and 
Environmental Information Regulations) 

 

4.4 Climate Emergency 

Consideration of the climate emergency goals is integrated throughout the development, 
implementation and review or establishment of any key decisions, strategies, policies, 
services and functions. 

4.5 Resources, procurement and value for money 

Effective management of the DIS workforce, supplier contracts and IT assets is 
undertaken are managed through a combination of performance reporting, governance 
arrangements as set out within this report. 

4.6  Legal implications, access to information, and call-in 

Compliance to legal standards for managing information (GDPR), Public Sector network 
security infrastructure (PSN) and Payment Card Industry (PCI) standards are managed 
through our compliance boards and as part of individual project delivery. 

This report is not subject to call in. 

4.7 Risk management 

Key Corporate risks are actively managed and reported namely: 

LCC15 Major ICT failure 

LCC31 Major Cyber Incident  

LCC26 Information Management and Governance 

Individual projects and programmes have risk and issues logs which are maintained and 
managed through project and programme boards.  
 



5. Conclusions 

5.1 This report provides assurance on the management and control mechanisms which 
support the successful ongoing delivery of Digital and Information service provision 
within the Council. 

6. Recommendations 

Corporate Governance and Audit Committee are asked to:  

 Consider and note the information provided 

 Note the remit and accountabilities of DIS and the potential further changes to 
governance to reflect these 

 Suggest areas where they would like to see further focus. 

7. Background documents1  

7.1 N/A 

                                            
1 The background documents listed in this section are available to download from the council’s website, unless they 
contain confidential or exempt information.  The list of background documents does not include published works. 



Appendix  A 

DIS Service Operational performance KPIs 

 



CCG/GP – Service performance 

 



SLA Performance Dashboards 

Live service dashboard reporting is in place – Examples views are shown below for illustration purpose. Detail of the current service levels 
can be provided separtely as required. 

 

 

 

 



Appendix B – Project and Portfolio forums 

Summary Process 

 

 

 

 



Governance Forums 

 

 

 

 

 

 

 

 



Portfolio Governance forums purpose/frequency 

 



|Appendix C – Compliance and Information Management Board 

 



 

 


